
February 1, 2016 

BY ELECTRONIC FILING 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
Office of the Secretary 
445 12t11 Street, SW 
Washington, DC 20554 

RE: Certification of CPNI Filing (December 31 , 2015) 
EB-Docket No. 06-36 

Dear Ms. Dortch: 

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on 
January 30, 2006, Lathrop Telephone Company hereby files its most recent certification 
regarding its compliance with the rules of the Federal Communications Commission set 
forth in 47 C.F.R. Part 64, Subpart U. 

If you have any questions, please feel free to contact me at 660-7 48-3231 . 

-Eel~ 
Ron Hinds 
Compliance Officer 

1001 KENTUCKY STREET • PRINCETON, MISSOURI 64673 • 660-748- 3231 



Annual 47 C.F.R. § 64.2009(e) CPNI Certification 
EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for 2015 

1. Date filed: February 1, 2016 

2. Name of company covered by this certification: Lathrop Telephone Company 

3. Form 499 Filer ID: 802488 

4. Name of signatory: Ron Hinds 

5. Title of signatory: Compliance Officer 

6. Certification: 

I, Ron Hinds, certify that I am an officer of the company named above, and acting as an 
agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI 
rules. See 47 C.F.R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining how the company's 
procedures ensure that the company is in compliance with the requirements (including 
those mandating the adoption of CPNI procedures, training, recordkeeping , and supervisory 
review) set forth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (i.e., proceedings instituted or petitions filed by a 
company at either state commissions, the court system, or at the Commission against data 
brokers) against data brokers in the past year. 

The company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 

The company represents and warrants that the above certification is consistent with 47. 
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The 
company also acknowledges that false statements and misrepresentations to the 
Commission are punishable under Title 18 of the U.S. Code and may subject it to 
enforcement action. 

Ron Hinds 
Compliance Officer 

1001 KENTUCKY STREET • PRINCETON , MISSOURI 64673 • 660-748-3231 



ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket No. 06-36 

Annual 64.2009(e) CPNI Certification for 2015 

Date: February 1, 2016 

This filing is being made by Lathrop Telephone Company as required by 47 C.F.R. 
§ 64.2009(e). 

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the 
"Certification") include the parent and its wholly-owned or controlled subsidiaries which 
are "carriers" (collectively, the "Company") as follows: 

Company Name Form 499 Filer ID 

The board of directors and management of each of the above-listed companies are 
identical. The officer who signed the Certification signed as an authorized officer and 
agent of each of the above-listed companies. The Certification applies to and is filed on 
behalf of each of the above-listed companies. 

For purposes of the attached Accompanying Statement the above-listed companies are 
also considered "affiliates" of the Company. Where appropriate or required, the 
Company's CPNI policies apply to and may reference the Company and its affiliated 
companies. 

Ron Hinds 
Compliance Officer 

1001 KENTUCKY STREET • PRINCETON, MISSOURI 64673 • 660-748-3231 



Lathrop Telephone Company 
1001 Kentucky Street 

P.O. Box 167 
Princeton, Missouri 64673 

Accompanying Statement 

Grand River Mutual Telephone Corporation ("'Company") maintains the followmg operating procedures lo 
ensure compliance with the rules set forth in 47 C.F.R. Part 64. Subpart U: 

Section 64.2005 lJse of customer proprietary network information nithout customer 
approval. 

(a) Any Lelccommunications carrier may use. disclose. or permit acces-; to CPNI for the purpose of 
providing or marketing service offerings among the catcgoncs of service (i.e., local. intcrex.changc. and 
CMRS) to which the customer al ready subscribes from the smne carrier. without customer approval. 

(I) If a tclccommu111cation~ carrier provides d1flcrent categories of '>ervice, and a customer 
subscribes to more than one category of service offored by t11c carrier, the cmTicr is pennitted to sh:ire 
CPNJ among the carrier's artiliated entities that provide a service offering to the customer. 

(2) If a telecommunications carrier provides different categories of service, but a customer does 
not subscribe to more than one offering by the carrier, the ca1Tier is not pennillcd to share CPNI with its 
affiliates, except as provided in §64.2007(b). 

(b) A telecommunication~ carrier may not use, disclose. or permit access lo CPNI to market to a 
customer service offerings that are withm a catego1y of service to which the subscriber docs not already 
subscribe from that carrier, unless that carrier has customer approval to do so, except as described in 
paragraph(c) of this section. 

(I) /I. wireless provider may use. disclose, or permit access to CPNI derived from its provision or 
CMRS. without customer approval. for the provision of CPI'. and information servicc(s). /I. wirelim: carrier 
may use. disclose or permit access to CPNI derived from its provision of local ex.change service or 
interexchangc service, without customer approval, for the provision of CPE and call answering, voice mail 
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion. 

(2) A telecommunications carrier may not U">e, disclose. or pem1it access to CPNI to identity or 
track customers that call co111pcling service providers. For example, a local exchange camcr may not use 
local service CPNI to track all customers that call local service competi tors. 

(c) /I. telecommunications carrier may use, disclose, or pc11111t access to CPNI. without customer 
approval. as de::;cribed in this paragraph (c). 

(I) A telecommunications carrier may use, disclose, or pennit access to CPNI. without customer 
approval, in its provision of inside wiring installation, maintenance. and repair services. 

(2) CMRS providers may use, disclose, or permit acccs:-; to CPNI for the purpose of conducling 
research on the health effects of CMRS. 

(3) LECs. CMRS providers, and intercouncctt:d VoIP providers may use CPNI. without customer 
approval. to market services fo1merly known as adjunct-to-basic service:-.. :-.uch as. but not limited lo. speed 



dialing, computer-provided directory assistance, call monitormg, call tracing, call l>luck111g. call return, 
repeal dialing, call tracking, call waiting, caller l.D., call forwnrding. and certain Centrex fcutures. 

(d) /\ tclccommumcat1uns earner may use. disc:losc. or pcnnit acccs-; to CJ>NI to protect the nghts 
or property of the carrier. m to prmcct users of those services and o ther carriers from fraudulent. abusive. or 
unJawf"u( ll~C of". Or subscription lo. Slll:h :ic1-vicc:.. 

The Comprmy has adopted ~pec:~fic: CPNI policic.,· l<J e11.rnre that, ;,, tlte ttbsenC'e of c11sto111er llppro..a/, 
CPNI fr 011/y 11st1tl 1>_11 the (in11pun,11 ft) provide m· 111ttrl<el service aj]'i!ri11g,, (lllltllll{ tlte cmeJ;llrie.\ of 
.\·ervfre (i.11., lm·t1/, i11l1m>.\"t•/Jtm14e. mu/ CMRS) to wlii<'h the c11.,·1mm:r ttlrellt(r .\ttb.\C'l'i/u:~-. Tlw 
C11mpt111.V'·' CPNI policie.\· proliihit 1/u1 .~lu11'i11g of CPNI with t~fjilitltcd compll1ties, except us permilfetl 
111uler R11le 64.2005(u)(l) or with c11sto111er approval p111·s111111t to Ruic 64.2007(h). Tlte m1~y exc:eptio11,,· 
lo these policies ttre t1spermitte1l 1111der 47 U.S.C ,ti 222(d) am( Rule 64.2005. 

Section 64.2007 Approval required for use of customer proprietary network information. 

(a) A telccommunicutions carrier may obtain approval through written. oral or electronic 
methods. 

( 1) A telcco1nmu11ications carrier relying on oral approval shall bear the burden or demonstrating 
that such approval has been given in compliance with the Commission's rules in this part. 

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNJ obtained by a 
tclecon11nunications carrier must remain in effect until the customer revokes or limits such approval or 
disapproval. 

(3) A telecommunications ca1Tier mu:;t maintain records or approval. whether oral, written or 
electronic, for al least one yenr. 

/11 all drcumslimces where customer llpproval is required lo use, disclose or permit ttccess to CPNI, the 
Co111p1my'.\' CPNJ policies require th11t the Company obf<1i11 customer approval tlirm1g/i 111ritte11, ort1/ or 
electro11ic metlwd.\· i1t compliance with Rule 64.2007. A customer's t1ppro11al or dist1ppro11a/ re11wi11,,· i11 
ejfect 1111til the customer revo/w,· or limit.~ the approval m· 1/isllpproval. The Co111pu11y 111ai11t11i11s records 
<Jf c11::.to111er approval (wlietller written, orlll or electm11ic) .for" 111i11i11111111 of <Jilt! year. 

(h) Uw• of' Op1-0w w1d 01u-/11 tlppro\'tl/ l'mcess<'''· A teleco111munica1ions carrier may, subject 
to opt-out approval or opt-iu ctppmval, use its customl!r·s intltvidually idcntifiabll! CPNI for the purpose of 
markctin~ commu11ic111ion:-.-1clatc<l services w that cu~tomct. A tclcoommt1nica1w11:. carrier may, sub.1ec1 to 
opt-out appmval or opt-in approvul, disc lose its customer':. individually idcntiliahlc CPNI, !br the purpose 
of marketing communications-related :-:crvices to that customer, to its agents and its afliliates that provide 
i.:ommu111cations-rclated services. A telecommunicalions carrier may also penmt such person or cntitic~ 10 

obtain access to such CPNl for such purposes. Except for use and disclosure of CPNI that is permitted 
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise 
provided in section 222 of the Cornmumcations Act of l 914. a~ amended, a telccommunicotions carrier 
may only use, disclose, or pt:rmit access to its customer's 111dividually identifiable CPNI su~jcct to opt- in 
approvnl. 

The Comp1111y doe.\ 1101 ,,,,·e CPNI for a11y p11rpo.,·e (i11clmli11g 111t1rketing £'0111m1111i('(ltimrs-related 
.\·ervices) rmd doe.\ 1101 tlisc/ose '"'grunt access to CPN/ to u11y par~•' (illcludi11g to ugellls or tt.fliliate.\ that 
pmvit/e cm1111t1111ict1tions-reltttt11l services), e.'l:c:ept ti.~ permitted under 47 U.S.C § 222(tl} anti Rule 
6-1.20()5. 

Section 64.2008 Notice required for use of customer proprietary network information. 
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(a) .Votificatio11. Generally. (I) Prior Lo any solicilation for cw;tomcr approval, a 
telecommunications carrier must provide nolification to the c11s10111cr of the customer's right to restrict use 
of, disclose 01: and access lo Iha! customer 's CPN J. 

(2) A Lclecommunications caiTicr must mamwin records of notificalion, whether oral, written or 
dectronic, for at least one year. 

(b) Individual nol icc LO customers must be provided when soliciting approval to usc. disclose, or 
pcnnit access to customers' CPN l. 

(c) Content <d. Notice. Customer notificati0n must pro,,,idc sul1icient information lo cnabk 1hc 
cus lOmcr to make an info rmed decis ion as to whelher to permit a carrier lo use, disclose, or pennit occcss 
lo, the customer's CPNl. 

(I) The notilicat1011 must stale that the customer has a right, and !he carrier has a duty, under 
federal law, 10 protect the confidcntialily of' CPNJ. 

(2) The notification must specify the types of infon11a1ion that conslitute CPNI and the spccilic 
entllies that will receive the CP 'L describe the purposes for wluch CPNI will be used, and infonn the 
customer or his or her right 10 disapprove those uses, and deny or wilhdraw access to CPNI al any time. 

(3) The notification must <idvisc the customer of the precise steps the customer must take in order 
to grant or deny access to CPNI, and must clearly slate that a denial of approval will not alfoct the 
provision of any services to which the customer subscribes. l lowever. carriers may provide a brief 
s1atcmcn1, in a clear and nc11tral language, describing consequences direct ly resulting from the lack o f 
access lo CPNI. 

(4) The notification must be comprehensible and must not be mislead mg. 

(5) If' written noti lication is provided, the no tice must he clearly legible. use sufficiently large 
type, mid be placed in an area so as to be readily apparent to a customer. 

(6) If any portion of a notilicntion is tran-;latcd into another language, lhen all portions of' 1h1.: 
nol ification must be tnmslatcd inLo that language. 

(7) A carrier may stale in the noli Ii cation th al the customer· s approval lo use CPNI may enhanc1.: 
the carrier's ability to offer products and services tailored to the customer"s needs. A carrier also may state 
in the notification that it may be compelled to disclose C'PNI to any person upon affirmative written request 
by the customer. 

(8) A carrier may 1101 include in the notification any stalcmcnt al\cmptmg lo encourage a Cll'itomcr 
to freeze third-party access to CPNI. 

(9) The notification m ust state that any approval. or denial or approval for the use of CPNI 
outside of the service to which tlu: cm.tomer already subscribes from that carrier is valid until lhe customer 
arlirmatively revokes or limih ~uch approval or denial. 

( I 0) A te lecommunications carrier's solicitation for approval must be proximate Lo the 
notilicat ion ofa customer's CPNI rights. 

'/1w Co111pt111y'.o; CPNI polfril!s l'C!IJ1tire tllat ctt.\·tomers he notified of their riKIUs, um/ tlte Company's 
ohlit.:"liofls, with respect w C/' NI prior to llll.)' solil'it11ti011 for l'll.\'lo//1er 11pprova/. All re11uirell c11stomer 
1wtin:.o; (wllC'tlu>r 111rille11, om / nr elcclm11ic:) comply witlt tile req11irem 1111/s <~l Rule 6./.2008. '11111 
Co111p1111y mai11t11i11s records of all required cu.\10111e1· 11otice.,· (wlietlier writ1e11. or<1l or electro11ic) for 11 
111i11im11111 <>f 011e year. 
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(d) Notice Req11i11'1//('11t' .\iJC•c[/ic IC> Op1-011t. /\ tclccommunicatmns carrier must pmvidc 
1101ilie;1tio11 to obtain opl-l>ut approval 1hmugh c lcctrnnic <>r written 1m:thod~. but not by ornl 
communication (except ns provided in parngn1ph (f) or thi:-. scctiun). rh1.: co11tc11ts or an} such notilication 
must comply with the 1·cc1uirc111c1lls or pnragrnph (c) or thb scctio11. 

(I) Can-iers must watt a 30-day minimum period of time after giving customers notice and an 
opportunity l<J opl~oul hcfr>rc assuming customer approval to use. tUsdose, or pcm1it access to CPNI. A 
carrier may. in ils discretion. provide for H longer pcno<I. ( arricr:. must notify customer.- a:- to the 
applicable waili11J.( pcnod for a response bcfon: approval is assumed. 

(i) In the case of an electronic form of notification. the waiting period shall begin to run from the 
date on which the notification was sent; and 

(it) In the caM.: of no1ilicallon by muil. the waiting period shalt begin to run on 1he third day 
following the date thal the notilicntion w~Ls mailed. 

(2) Carriers using 1hc opt-out mechanism must provide notices lo their cu:;tomers every lwo 
years. 

(3) Telecommunications carrier11 th.ti use e-mail to pmvidc opt-out notices must comply with the 
following rcqrnrements 111 addition to the requirements generally applicable to notifical1on: 

(i) earners must ohta1n express, veriliable. prior approval from consumers to send notices via e­
mail regarding I heir service in general, or CPNI in panicular; 

(1i) Carriers must allow customers lo reply directly to e-mails containing CPNI notices in order lo 
opt-out; 

(iii) Opt-out e-mail notices that arc returned lo 1he carrier as undeliverable must be sent lo thc 
etLslomer in another form before carriers may consider the customer to have received notice: 

(iv) Cnrnen; 1hat use c· m:iil lo send CPNI notices must ensure that the su~ject line or the message 
clearly and accurately identifies the suhjl!Ct matter of the e-mail: and 

(v) Tdccommunication:; c;u ricr:-. mus1 make available lo every customer a mc1hod to opt-out that 
is or no additionnl ct>st 10 the c11:;tomer and that i:-. available 24 hours a clay, seven dnys a week. Carriers 
may satisl'y this n'quin.:mcllt thrnugh n eombinntion of melhod:.. so long as all customers have the ahilily to 
opt-out at no co~t and arc able to effectuate that choice whenever they choose. 

Tile Cm11p1111y do<!.'i 110/ c:111·re11t~1· .m/icif "i>J'I 0111" C"11st1>111er <tpf'rvva/ for the use or 11i.n·l11Mtrl! <if CPNI. 
11u• Co1111u111y does 1111t 11.\'11 CPNI fin· 1111y purf'tW! (inclutling 11111rlu•tbtl( co111111r111ic11tio11,,·-relme1f 
service.\) 11111/ dt1es 1wt rli.~<'"'·'''' or 1:ru11f ul'l'(!.\',\' llJ l'PN/ to 1111y par~v (i11clutli11g 111 agent.\ or t1/jiliatc"' tfu11 
pr11vi1fc '·011111u111ic11ti1m~·-relatetl service.,), except us permitted mult•r 47 I '.S. C. § 222(11) 111111 Rule 
64.200.'i. 

(e) No/ire Reqwrelll<'llfA .\i>edfir to Opt-f11. i\ tdcconum111ications carrier may provide 
notification Lo obtain opt-in approntl through Mal. wri tten. or clcc1ronic methods. The contents of any such 
nolilication mu:.I comply with the requirements Of parngn.tph (C) of this sect ion. 

The C11111p1111y tine.\ 1w1 c:11rre11tfr .\o/ldt "opt ill" t.·11st1111111r uppmvul for lite use or tli.w:llls1trt: of CP.V/. 
1'11'1 ComJ1t111y tlt>c•s 1101 use:, di.vdo.w• or gru111 ttcc:es., tn Cl'Nlfor <my purpose, to any purly or in any 
m111111t!I' 1'1111 111011/d l'<!t/Ufre " c11stomer's "opt i11" "J1fll'1Jvttl 1111111'r tfie C(lll/lllis.,im1 's CPN I Rules. 

(J) Nolit·e Requireml'nts SpeC'i/i<· to 0111t-1'i111e Use o( Cl'NI. (I) Carriers may use oral notice 10 

obtain limited, one-Lime use of CPNI for inbound and outbound customer telephone contacts for the 
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duration or the call. regardless or whether carriers ust: opt-out or opt-in approval based on the nature of the 
contact. 

(2) The contents or any such notification mus! comply wilh the requirements or paragraph (c) or 
th ts section, except that telecommunications carriers may omit any of the following notice provisions if not 
relevant to t11e limited use for which !he carrier seeks CPN!: 

(i) Carriers need not advise customers that if they have opted-out previously. no action is needed 
to maintain the opt-out elcclion: 

(ii) Carriers need 1101 advise customers that they may share Cl'Nl with their affiliates or third 
parties and need not name those entities, if the limited CPNI usage will not result m use by, or disclosure 
to, au affiliate or third party; 

(iii) Carriers need not disclose the means by which a customer t.:llll deny or withdraw future access 
to Cl'Nl, so long as carrier)> explain to customers that the scope or the approval the canicr seeks is limiled 
to one-lime use; and 

(iv) Carriers may omil disclosure of the precise steps a customer must take in order to grant or 
dc11y access to CPNI, as long as the carrier clearly communicates !hat the customer can deny access to his 
CPNI for the call 

Ju i11stu11<'cs where tire Company seek,· one-time c11stomc>r approval f<w tire use or tlisclo.wre of l'PNJ, 
tile Company obtui11.\ s11clt approval ill accortlam:e with the di.~clos11res, metluu/.1· am/ fl'lJllirements 
C'o11tui11ed in Rule 2008(/). 

Section 64.21109 Safeguards required for use of customer proprietary nclwork information. 

(a) Telecommunications carriers must implement a ~ystem by which the status of a customer's 
CPNI approval can be clearly established prior to the use of CPNI. 

11u! Co111pa11y'.<i billi11g ~:vMem allows fllltlwrizetl comptmy per.wm11e/ to ell!>ily 1/eter111i11e tlte .1·1t1t11s t!f a 
customer'.., CPNJ appr<>w1I rm tlte cmitomer t1CCtJUfll . .,cree11 prior to tlte 11se or 1/i.1·c/o.mre of CPNI. 

(b) Telecommunica110ns caniers must train their pc1so1mel as to when they are and arc not 
authorized lo use CPNI , and call'icrs must have an express disciplinary process in place. 

Tlw Co111pa11y has l!Wllblished CPNI complilll1ce policies that i11d11de employee truilli11g 011 restrictio11s 
011 the use t11UI lfi.w:itM·ure 1~/' CPN/ <inti requiretl ,\'11feg11m·tfs to protect ag11i11st 11mwtlwrize1/ use or 
di.,C'/mmre of' CPNJ. Emplnyees have signet/ tlillt they 11111/e1·.\ta11tf the CPNI po/ides 011d 11 violation r~f' 
those policie.\ will result in 1/iw·iplinmy actimt. 

(c) All carriers shall maintain a record, electronically or in some other manner. of their own and 
their affili:llcs· sales and marketing campaigns that use their customers' CPNI. All carriers shall maintain a 
record or all instances where CPNI was disclosed or provided to lhird parties. or where third parties were 
allowed access to CPNI. The record must include a description or each campaign, !he specific CPNI that 
was used in the campaign. and what products and services were offered as a pan of the campaign. CatTiers 
shall rclam the record for a minimum or one year. 

Tiie C"mfJtllly's CPNJ policies require 11t111 all sales mu/ mttrkefillf: cump11ig11s i11cl11di11g tlw ... e t11ilizi11g 
Cl'Nl he recortletl 1111d lcept 011 .file for llf least one year. Record.\ are also 11u1i/lt{lined for di.~c/o\11re or 
access to CPNJ by third parties. The recol"tls include tlte ,.eq11ired brjor111"tio11 liste1/ ;,, Rule 64.2009(c). 

(d) retecommunica!lons cariiers musl establish a supervisory review process regarding carrier 
compliance with the rules in !his subpart for out-bound marketing situations and maintain records of c.:arrier 
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compliance for a m1n11num period or one year. Spccillcally. sales personnel must obtain supervisory 
approval of any proposed out-bound marketing requl.)sl for customer apprtwnl. 

111£' Ct111111t11~1· "" CPNI poUde.~· req11ire l!lllflluyce.'i w ()/Jt11i11 apprm'lt/ fl'"m Ille Ctm1p1111.1".o; CPNI 
Om111liu11ct1 Ojjil'er fnr "" 111urketi11g c·ampuigm, i11dudi11K thlJ.\'(! lltili:.ing CPNI, prior t11 i11itiuti11r.: till' 
ca111puix11. Record nf the 11111rlteti11r.: c<1111pllig11s, ultm;.: with the uppmprilll<' supl'rvi.\'Ol:J' 1tpp1·m•af i.\' 
11mi11taii"•1lfor nt lea.\'/ 011e yet/I'. 

(c) A 1clccommunica1mns can·icr must h11vc an (lfliccr, as an agent of the ca1Tier, sign and file 
with the ( ·0111111i~sio11 a cornplmnce cerlilicate on an annual ba~is. The olliccr must state in the cci1ificatill11 
that he or she ha:-. personal knowledge Iha! the company has c:-.tablished operating procedures lhal arc 
ac1uquate to ensure compliance with the rules in !his subpart. The carrier must provide a statement 
accompanying the ccrtificalc explaining how its operating procedures ensure !hat it is or is nol in 
compliance with the nilcs 111 this :-.ubpart. Ill addition. 1he C<lffic1· must include au cxplmintion <1r any 
uctions taken aga111s1 data brokers and a summary or all cuMomcr c{1mplaints received in thi.: past yi.:ar 
conci.:minl! the unnuthonzed n:lcai;c or CPNI. Thii. li1111g must be m<1dc annually with the J:n forccmcnt 
Bu1eau 011 or before Murch 1 in l .B Docket No. 06-36, for data pertaining lo the previous calendar year. 

The required 1~fficer c:ertijicatio11, action.\' take11 11gui11st tiara brokers ""'/ s11111nut1')' t~/" c11stomer 
<0 11111pluillt df1<'11111e11ts are i11dmlC'd with tlli.\' «cco111pm1yi11f!. stutenu:111. 1'/w Company will jilt• lliese 
1/m·111m•11tl 1111 "" t1111111a/ basi., mt,,,. before Marc/I I for rltttll p<1l'flli11i11~ lo the previo11s ct1/e11dm·J•t•t1r. 

(I) Carricrl> must provide written notice within live husines.; dnys to the Conumssion of any 
instance where the op1-out 111cchanisms do not work properly, to such a degree tlrnt consumc1s· inability to 
opt-out is more than an anomaly. 

(I) The notice shall be in the l(irm of a letter. and shall include the carrio.?1"s name. a description or 
the opt-out 01ccha11ism(s) used the problcms(s) experienced, the rc1ncdy propo~l.-d and when ii will be/was 
implemented, whether lhc relevant ,.;t;1tc commission(s) has been notified and whether it has taken any 
action. a copy of the notice provided to customers. and contact information. 

(2) Such notice must be submitted even if the cnrrier often; other methods by which consumer11 
may opt-0111. 

Tlie Company doe.\ not c11rre11tly solidi "opt 0111" cw;tome1· uppn>v(l/for the 11.\e m· disdos11re t~f CPNJ. 

Section 64.2010 Safeguards on the disclosure of customer proprictnry network infornrntion. 

(a) Sc,feguardi11g CPN!. Telecommunications carriers must take reasonable measures to discover 
and protect against attempts to gain unauthorized access lo CPNI. Telecommunications cun-icrs must 
properly authenticate a customer prior to disclosing Cl'Nl based on customer· initiated telephone conlacl, 
onlinc account access, or an in-store visit 

7'/1e Com1u111y'.\' CPNI policie., mu/ employee lrai11i11g im:lude reasmwhle 11wa.,·11res to tliscovel' um/ 
pmlf!Cf 11.~11hisl tll'livity tft<lf i.\ imlit-utive nf prt:lexting uni/ employees tll'c i11str11cted to 11ntify tire CPNJ 
Comp/i(lll<'<' OJ]ic·"r if <my sm·lr "Nii•i(11 is ~·11.\pecletl. 

(b) Telephone acu·~,. ro CPNJ. Telecommumcation:-. carriers may only disclose call detail 
information over the telephone, based on customer-initiated telephone contact, if the customer first 
provides the cimicr wi1h a pa:-.sword, as dc.-;cribecl in paragrarh (c) oflhi-; section, Lhat is not prompted by 
the carrier asking. for rcodily available biograf}hical infonnntion, or account inli.>111U1tion. If the eu~wmer 
docs not provide a pu:iswonl. the tdccommu11ica1ions c;;irrier may only disclose call detail in!C.mnation b\. 
sendmg 11 to Lh~ c11stomer·s address of record. or. b) calling tin: cm;wmcr m the telephone number {;f 
rl·cord. 1 r lhc CllSl.Omcr Ii» nbk: to pl'(lvidc call detail inli1rm111ion to the LCIUCOllllllllllications c;111·iur dunng a 
cuslmncr-miliated call without the tdccommunication~ cnrricr's a~shlancc. then the telcco111n1u11ications 
earner 1s pcrmillt~d to discuss the call detail information provided by the customer. 
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1111! C<>mpuuy "' CPNI fl"lide.\ e11.u11·1: tllat fl L'll.\'llJllU!I' iJ rm(J' 11/Jlc to "''c:ess c:u/I detail ;11}im11atim1 over 
tlw 1elep/10ne i11 one of tltC' "'".!'" li.,ted i11 Rule 64.20 I O{b). If' tile t·ustomt•r t'lllllWI remember tile ii' 
p11'>.<11t10rd, tltey r11·e 1n'<>111pt1•d t r> 1111.~wer 11 ,,e,·111·i~1· question. Neitlwr the passwt1rd 1wr the ,\'t•c11ri(1• 

11111•.'itio11 "''" ba.,·etl 011 rer11/i~1· 11vui/11hle biflKl'{tpltfrfll i11.for111111im1 or acco1111t i11fiw111ati1m. Customer 
,,·1•rvil'e reprc.\e11tufives ttre hls11·11ctt•d lo 11utlte1Lli<'ute c·11stomers over t!te teleplume in 11/l i11stunc·e.\' except 
i11 llte case where the customer provitles the call llet"il i11fi11·11wtfrm 111it/111t11 tlte ussi.\'((lll('t' oj' Ille 

Compn11y. 

(c) Online access to CPNI. A telecommunicalions carrier must authenticate a customer without 
the use or readily available biographical informntion. or account 111formntinn. pnor Ill alh1wi11i; the 
customer online occe8s to CPNI related to a leleco111mt111icalions ~crvicc accotml. Once authenticated, the 
customer may only obtain onlme access to CPNl related to a 1clcco11 ununicatio11~ service account through" 
p<1ssword, as described in paragraph (c) of this section, lhal 1s llPt (1r<llllplcd by the earner nsk1ng for r<.•adi ly 
available biographical infonnotion, or account infornlatim1 

The Co1111m11y'.1· CPNJ polid11.1· require c11.1·1omer t111lltc11tic11til111 111itlw111 the me of remlifr m•1tilah/e 
bi11gruplrirnf b~formutio11 or ctC'C'ot/llf lnfon1111tim1 pl'iol' llJ initially ;:ai11i11~ uccl!.\'.\ to w1 ttt1•mmt t111li11e. 
()"""th e L'll,~lomer ;,,. u11the11tiC't1ted the custtJ111er is req11irctl flJ 11se rt ptts.nvor<I to obtain m1lille llccess 1t> 

CJ>NI. 

(d) In Store ac:ces., to CPNI. A telecommunications carrier may disclose CPNl to n cu-;tomcr 
who, at a carrier's retail location. first presents to the teleconununication~ carrier or its agent a vahcl photo 
ID matching the customer's account informnrion. 

Tit<! CtJ1111umy',1 CPNI policies 111/0111 llte Comp1111y to tlisdt1se cull tle/{li/ CPNI to t/11: wstm11er flt tt retail 
f()c1ttio11 t{/ler prese11li11g tt valid fJlwto ID tlt11111wtc:/1es Ille cmwmer'.1· 11cto11111 i1~fiu·111t1tio11. 

(c) hvtt1Mis/1111ent l!f a l'usswo1·cl a11d Back-up Authe11ti<·111Jo11 1'v!eiltods fin· ! .os1 or Fm:1J,ol1c•11 

Pass1vords. ·1 <l estahlio;h a password. a tdccornmunications carrier must authenticate the customer without 
the use or rc.1dily availllhle b1cigr.1phical information, or account information. Telecommunications cimier~ 
nwy cr..:alc a hack-up cusL011K'r aull\cnt ication method in the event of' a lost or lhrgotten password. but such 
bnck up customer au1hcntie<.1t1t111 method may not prompt the custt1mcr for readily availahk hiograplucul 
111formatm11. or nccounl infornmlion. If a customer cannot provide thll correct pas.sword or the correct 
response for the back-up custc1m~r m1lhcntic<1tion method. the customer must establish a ne~ password as 
described in thi~ paragraph. 

Tlte Comptt11y \ CP VJ policit•.\ ullt>w for tt few wuy.\ to est11bli.'>lt 11 p11ss111ortl, all of 111//ic// eusure 
complitmce 11•itl1 tile uluwe p m·111:r11pli. Each metlwil ulso t1l!t>ws Ille c11.,·11mwr /0 <Wft1h!i.vlt 11 l>t1t·/1"11J1 o/' 
.\·ecu,.ity l/llc.vtitm ;,, Liu• 11ve11t that tlwy forget their l'"·'""'vonl. /11 111> evt'11t d11e., tlu: C11111pt11t)' m·c rt•mlily 
11vui/uh/e bi111-:r11phictlf i11fnr11111li1111 m· ttcl'tmnt ii~for11111tit111 " ·' 11 bt1d<-11p 111wstit111 11r " ·' tt mc:w1.1· m 
1wtabli.vh 11pas.\wtml11r 11utlw111imte the c11strm1t?r. 

(I) f\·ori/irnti<m o/ 11c·t·o11111 t'l11111J(C'.'>. Telecommunications c1miers must 1101iJy cus tomers 
immediately whenever a passwc1rd. cus1omc1 response to a ba1:k-up mcims of aulhentica11on for lost or 
lhrgottc11 pui-:swnrds. onh nc account, or address or record is created or changed. This notification is not 
n;q1iircd when the customer initiates service. including the selection of' a password at service initiation. 
This notification may be through a cmTicr-originatcd voiccmail or text message to t11e telephone 11u111bcr or 
record. cir hy mail 10 the address or record, and must not reveal the changed information or be sent to the 
new account information. 

111c• Comp1111y 'o; /Jilllnf.: sy.,·11:111 "111a111t1ticn/~J' ge11emtes 11 11otlfil:utitm 111/te11 <Ill)' tJf lite fie/1lo; li.~tetl ill 
ll11lt• 64. 20 I 0(/) m·e t·re11ted t>r t'lum;:cd. Tlte Ctn11pt111y 11le11 i1111m1diute(l' 1wtijies lite <:t1.\lt111u•r tltl'ou~h 
c:11rricr-oriKillfltl'tl vnie£•11111il m· te.'IC/ messltge /11 tlie telt!plwm: 1111111/>er ofre£·ord, m· by muil ft> Ille mltlrt:S.\ 
()j J'l'('(>l'tf (1wver tt 11e111 ltddn>.1s) 111/ren l'<'l/llired by R 11/e 6./.20 I 0(/). Tlw cm11e11t of lite 1wtijimtio11 
t•11mplies with till! ret111fr(!me11ts of ll11fl• 64.2010(/). 
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(g) Bu.\iness C11s10111er t:xc'mption. Tclccommunicaticms cmTicrs llUI) b 111d thcmsclvc:; 
contrnctually to nu1hcn1kation regimes other than those dcsctibcd in this scctic111 fr1r sen ices they pro\'idc 
Lo their businc:-.s cu.;tomcr that nave both a dedicated account reprcscnmtivc and h ct111trnct that i;pcc11ically 
addresses the carriers' protection of CPNI. 

The Compa11y does not 11tilfr.e the k11siness c11.~tomer exception at this time. 

Section 64.2011 Notification of custon1c1· proprietary network information sccuril;> 
brcacbc~. 

(a) A tclccommunicat 1011~ carrier !)hall notify law 1.:nfnrccnw111 of a hrcach or it~ customers· CPN I 
11~ provided in llJis section. I he carrier sha ll not 11otil)1 its customers or disclose lhc oreach publicly. 
whether volunl<trily or under stall' or local law or these mies, unlll 11 has completed the prncc:-i. or notll'ying 
law enfo1·cc111c111 pursu11111 tn 1wnagrnph (h). 

(b) /\s soon :1s pract1cabk. and in no event later than seven (7) business days, after reasonable 
determination of the breach. the k:lccommunications camer shall electronically notify the United Statc:­
Secrct Scrvic·c (USSS) and the Federal Burcnu of Investigation (FBI) through a ccntrnl reporting facility. 
fhc Commission will maimain a link to the reporting facility al :•11 · w' ·' I ~11\ h puj. 

(I) Notwithstanchnl! any state law to the contr.1ry. thl! earner shall 111ll nolify cusHll11Crs or 
tfoclosl! the breach to the puhl1c until 7 full business days have pas~cd allcr notilicntmn to the USSS and 
the FBI except as provided 111 paragraphs (2) and (3). 

(2) If the carrier hclu.:\'es lhat then.: is an extraordinarily urgent need 10 notify any clas:- ol'ulfoc1cd 
customers sooner 1hu11 otherw1i.e allowed under paragruph (I). 111 order to avoid immediate and irrcpnrnhlc 
lm1111. i1 shall so i11d1cale m 11:- notilicalion and may proceed to inum:dimcly notify ih alfoc.:ted c.;us10111cr-. 

t>11ly alic1 co11:-.11ltatio11 with the n:ll!nmt invcsllgating agency. The c<1nicr shall coopl!rate with the relevant 
invcl'Li!!uling ngcncy·s n:qucst 10 minimize any ndversc effects of such customer notilication. 

(3) II' lhc rclcv11n1 11ivc~1ig<iti11g agency de1crn11ncs that the public d1sclosurc cu nollcc to 
c.:u:-.tome1" would i111pcd1: or cm11prom1sc an ongoin~ or potcmiul cnminal investigation nr 11ation:1I sccuruy. 
such 11gcncy may di reel the carrier not to so disclo.sc or notily fo1 <111 mitial pcm.xi nr up to 30 days. Such 
pcnod may hl! cxtcntlcd hy the <1gcncy ns reasonable nccl!ssnry 111 lhl.'. judgmc111 or the agency. Jr such 
direction is gh·cn. the agency shall notify the cnrric1· when it app.;ar:-. 1ha1 public disclosure or notice lo 
alkctcd cu:-.10111crs w11l 110 lon[!cr impede or co111pro1rnsc a 1,:l'imimd invcsligution 0 1 na11nm1l security. I he 
agency shall provide in \\ ril 111!! 11s initial din.'Ction lo the c:1rncr. any ~ubscqul!nl cx1c11:-ion. nnd uny 
nnlllicalion lhnt not1c~ w1ll 1H1 lnnµer impede or compromise :1 crim1mil invcstigatiun or natmnal security 
and such writings shall bl! C(lllll'lllp(lrancously logged on the .;amc reporting facility thu1 con1nms rccnrcb ol' 
11nt11icat1ons Jilcd by carricl'li 

(c) U<•c·tmlk<'C'/nllg. 1\11 rnrricrs shnll mnintain a rccur<l. dcctrnnicrnlly llr in sc11nc other manucr. 1ll' 
uny hrcucl1es discnvcrc<l. 1101ilicatwn mmlc Lo the USSS and the i"lll pursuaut lo paragraph (h). amt 
1wtificatto11 11mcfc Ill c.;us101m:rs. fhc record must inc ludc. if nvailablc. dutcs ol" discovery ulld lllll iJiclllinn. U 
dot:lilcd dcsc1 ip1io11 or the Cl'Nl Iha! wa:- the subject or the breach. and lhc circumstance~ or the breach 
C;irriCI'-' sh:dl l'Clalll the record li.ir a llllll1111Ulll or 2 years. 

1·11,, Ct1111pm1.1• has pnlit'ie.o; 1111tl pron·tl11re., b1 plctc:e to emnre t·mnplium·e wit// Rule 64.2011. Wlte11 it i.~ 
l"C'll.wm11bl)' 1/1'111rmim1tl 1'1111 11 hre11ch /111s occctrred, tlu: CPNJ Comp/i111u·e Oj]h-er will 1wtijj• /11w 
e11forc·e111mt um/ it,,. cu.w111m>1• i11 tilt.' requ ir<td timefnwu:,,, .-1 rc•<·ortl 1~/' tlze fn·euc/1 ll'il! fJe 11111i11tui11ed Jin· 
II 111i11i11111m 11f lw11 .1•ears uml will i11t'/11de 111/ i11jiJrmatiou 1·eq11ii'ed by Rule 64.2011. 


